
3GPP TSG SA WG3 Meeting #100Bis-e                            
S3-202715
e-meeting, 12 – 16 October 2020
          merger of S3-202585, S3-202327, S3-202522, S3-202550, S3-202514
Source:
Ericsson, Huawei, Hisilicon, Qualcomm Incorporated, Lenovo, Motorola Mobility, InterDigital, ZTE Corporation, Intel, Nokia, Nokia Shanghai Bell
Title:
Securing initial access for UE onboarding between UE and SNPN
Document for:
Approval


Agenda Item:
2.12
1 Decision/action requested 
This contribution proposes a new key issue for FS_eNPN-SEC
2
References

[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[2]
S3-202128: "New key issue on authentication and authorization for UE onboarding between UE and SNPN”

3
Rationale

The architectural study documented in 3GPP TR 23.700-07 [1] contains a key issue (KI#4) related to onboarding and remote provisioning of credentials. It is split up into two parts, the actual onboarding for the UE to obtain connectivity and for the UE to obtain NPN credentials from the Provisioning Server. The Key Issue proposed in the present document deals with the onboarding process and leaves the provisioning for another separate KI.

During SA3#100-e late comments raised concerns and the key issue to deal with initial access was not agreed. The nearly agreed key issue can be found in [2] and has been used as a base to draft this key issue. The term subscription has been removed as the primary focus is on provisioning credentials to the UE, however the credential provisioning part is not part of this key issue. As agreed in SA3#100-e the split would be between initial access and provisioning.

The key issue has been updated to be in line with the Editor’s Note intended for SA3 in the interim conclusion in TR 23.700-07[1]. Newly introduced terms are added in the clause for terms
2 Detailed proposal
*************** Start of 1st Change ****************
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
SNPN credentials: Information that the UE uses for authentication to access a SNPN.
For the purposes of the present document, the following terms and definitions given in 3GPP TR 23.700-07 [3] apply:
Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.

Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [xx]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.

Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.

2.1 3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

2.2 3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


ON
Onboarding network

*************** Start of 2nd Change ****************
5.X
Key Issue #X: Securing initial access for UE onboarding between UE and SNPN
5.X.1
Introduction
The key issue addresses the authentication and authorization aspects of UE onboarding for SNPN in key issue #4 in TR 23.700-07 [3].

TR 23.700-07 [3] is studying UE identification, support of exposure API, network selection, authentication, and authorization procedure for UE and SNPN, and architecture enhancement to enable provisioning of SNPN credentials for primary authentication and SNPN configurations into the UE to enable SNPN access.

Especially, the procedure for securing initial access for UE onboarding between UE and an SNPN via an Onboarding SNPN before the UE's SNPN credentials are provisioned is considered in this key issue. The assumption is that the UE has not been provisioned with SNPN credentials for the SNPN the UE wants to access, nor for the onboarding SNPN. The UE may be provisioned with default credentials (e.g. Default UE Credentials). As part of this key issue, it should be considered if a Default Credential Server is deployed or not.
5.X.2
Security threats
-
Unauthorized access by UEs to the onboarding SNPN may cause the resources of the onboarding SNPN to be misused or overloaded.
-
Unauthorized onboarding SNPN serving the UE may mislead the UE, e.g., deliver wrong information to the UE.
5.X.3
Potential security requirements
The 5GS shall support a procedure allowing a UE to securely access an onboarding SNPN in order to gain access to SNPN credentials provisioning server.
*************** End of 2nd Change ****************
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